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Financial Services Digital 
Marketing Security Risks 

During 2020, website hacks continued to increase at alarming rates. The stakes are high: 
according to Ponemon Institute the average cost of a data breach was recently estimated at 
$3.9M (Cost of Data Breach Report 2020, Ponemon Institute). With the recent enforcement 
of regulations, such as GDPR, that number is bound to rise. The trend of increasing costs of 
hacks is further magnified by concerning new techniques and attack vectors. Vault JS studied 
110 large enterprise financial services websites and discovered concerning weaknesses in 
security across the sample set.  Historically, financial services industry has led digital security 
but with rapidly evolving set of threats to third party vendors, even finanical services are at 
risk of hacks. Vault JS has identified vulnerabilities that may require additional attention.

KEY FINDINGS

1. 80% of financial services organizations were running 
out of date libraries. Even worse, 23% of the universe 
were running libraries ranked as high risk by the 
National Vulnerability Database.

2. Organizations were utilizing high risk applications that 
require specific security considerations.  80% were 
running Google marketing technologies, 71% Facebook 
events code, and 93% dynamic applications.

3. Only 10% of the financial services sample were running 
a cookie consent manager.  

4. Only 33% of the organizations were running a content 
security policy (CSP).  However, Vault identified poorly 
implemented, empty, and invalid CSPs.  Only 5.5% 
of the universe were running a fully functioning well 
configured CSP.

5. From these findings Vault Security team has 
categorized 6 risks to financial service organizations, 
summarized in following chart. Is your organization 
concerned about any of these risks?  Ask Vault for a 
detailed datasheet on any one or all of them.

With attacks on the rise, financial services 
organizations must secure their highly 
sensitive data through various attack vectors. 
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Categorized Risks
Financial Services Digital Marketing

Risk Description

Frequency 
Observed 
Vulnerability

Threat 
Level 
Observed

Code with Known 
Vulnerabilities

Code on site which has already been categorized in national 

database as having known vulnerabilities.
High Mid

Data Exfiltrations to 
Google Analytics

Hacker leverages the fact that Google Analytics is a known 

and approved domain to pass confidential data to hacker’s 

own Google Analytics account.

High Mid

Risk of Dynamic 
Applications

Applications with high change velocity that require direct 

interaction with user, main frame and data of site allowing 

for hard to detect code injections with potential for 

unbounded changes leading to significant damage.

High Mid

Accidental Data 
Exposure

Well meaning agencies, consultants and internal developers 

accidentally misconfigure an implementation.
High High

Data Leakage
The unauthorized sharing of data with a party who is not 

authorized to have access to such data.
High High

Compliance 
Validation

Tendency of consent management applications to quickly 

become non-complaint due to code changes from existing 

vendors or the introduction of new vendors.

Mid Mid
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Code  
Feature CSP

Point in  
Time Scan

iFrame Security 
Sandbox

Digital  
Marketing  
Security Platform 
(DMSP) by Vault JS

Code with 
Known 
Vulnerabilities Does not address. Only addresses current 

state.  Does not address 
future issues or breaches.

Does not address. Will identify code with known 
vulnerabiliites as deployed in 

real time.

Data 
Exfiltrations 
to Google 
Analytics

Does not address if 
Google Analytics is 

being used.

Only addresses current 
state.  Does not address 

future issues or breaches.

More difficult to 
configure/maintain but 
can limit data collection 

of GA to only allowed 
data elements.

Monitors Google Analytics by 
account ID.

Risk of Dynamic 
Applications  

Use to protect from 
unsophisticated data 
exfiltration attempts.

Only addresses current 
state.  Does not address 

future issues or breaches.

Prevents the intended 
use of dynamic 

applications.

Establish a set of all dynamic 
permutations.  Monitor 
CSP allowed vendors for 

exfiltration attempts.

Accidental Data 
Exposure

Does not address Only addresses current 
state.  Does not address 

future issues or breaches.

Implement as many tools 
as possible within iFrame 
to limit the effects of any 

mistakes made.

Will identify misconfiugrations 
and unauthorized access to 

sensitive data elements.

Data Leakage

Can be effective 
at preventing /

unknown vendors 
from receiving data.

Only addresses current 
state.  Does not address 

future issues or breaches.

Implement as many tools 
as possible within iFrame 

to limit the effects of 
data leakage.

Will identify misconfiugrations 
and unauthorized access to 

sensitive data elements.

Compliance 
Validation

Does not address. Only addresses current 
state.  Does not address 

future issues or breaches.

Does not address. Will identify misconfiugrations 
and issues in real time.

Summary of Potential Solutions by 
Security Risk for Financial Services
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Vault JS is the technical armor which 
allows companies to live fearlessly on the 
cutting edge of marketing.
Vault JS was founded by the same team that founded and created the Ensighten Tag 

Management application in 2009, raised over $100M, and deployed the application to 

hundreds of enterprise clients. Now as part of Vault JS, this team has created a product which 

allows our clients to benefit from the significant expertise in 3rd party application deployment, 

security and analysis that was accumulated over the last decade.


